Wireless Access in Vehicular Environments (WAVE)

 IEEE 1609.3/D5

Networking Services

February 2005

P<signatdeion>D<number>

{INSERT DATE}



 IEEE P1609.0/D02


March 2007

Trial Use Standard for Wireless Access in Vehicular Environments (WAVE) - Architecture
Abstract: This standard describes the Wireless Access in Vehicular Environments (WAVE/DSRC) architecture and services necessary for multi-channel DSRC/WAVE devices to communicate in a mobile vehicular environment.  It is meant to be used in conjunction with IEEE 1609.1 Resource Manager, IEEE 1609.2 Security Services for Applications and Management Messages, IEEE 1609.3 Networking Services, and IEEE 1609.4 Multi-Channel Operation, as well as IEEE 802.11p Amendment: Wireless Access in Vehicular Environments.
Keywords: Wireless Access in Vehicular Environments, Dedicated Short Range Communications, WAVE, DSRC, RSU, OBU, WSM, PSID
Copyright © 2007 by the Institute of Electrical and Electronics Engineers, Inc.

3 Park Avenue

New York, New York 10016-5997, USA

All rights reserved.

This document is an unapproved draft of a proposed IEEE Standard.  As such, this document is subject to change. USE AT YOUR OWN RISK! Because this is an unapproved draft, this document must not be utilized for any conformance/compliance purposes. Permission is hereby granted for IEEE Standards Committee participants to reproduce this document for purposes of IEEE standardization activities only. Prior to submitting this document to another standards development organization for standardization activities, permission must first be obtained from the Manager, Standards Licensing and Contracts, IEEE Standards Activities Department. Other entities seeking permission to reproduce this document, in whole or in part, must obtain permission from the Manager, Standards Licensing and Contracts, IEEE Standards Activities Department.
IEEE Standards Activities Department

Standards Licensing and Contracts

445 Hoes Lane, P.O. Box 1331

Piscataway, NJ 08855-1331, USA

Contents
11. Overview

1.1 Scope
1
1.2 Purpose
1
1.3 Document organization
2
1.4 Document conventions
2
2. References
2
3. Definitions, abbreviation, and acronyms
3
3.1 Definitions
3
3.1.1 Definitions currently in IEEE 1609.1
3
3.1.2 Definitions currently in IEEE 1609.2
4
3.1.3 Definitions currently in IEEE 1609.3
8
3.1.4 Definitions currently in IEEE 1609.4
10
3.2 Abbreviations and acronyms
11
4. System components and connectivity
14
5. Overview of the standards
16
5.1 Overview of Intelligent Transportation Systems
16
5.2 WAVE standards
17
5.3 Relation to other standards
18
6. Concept of operation
18
6.1 System features
18
6.2 Responsible entities
18
6.3 System planning and deployment
18
6.4 Operations
19
7. Usage examples
19
8. System level requirements
19
9. Ongoing work
19



List of Figures

14Figure 1 ―WAVE system components


15Figure 2 ―The WAVE protocol stack


16Figure 3 ―Example system configuration


17Figure 4 ―Physical entities of the National ITS Architecture


18Figure 5―WAVE standards



 

Wireless Access in Vehicular Environments (WAVE) - Architecture
-----------------------------------------------------------------------------------------------------------

Notes on this draft

This document is distributed to the IEEE P1609 Working Group facilitate work on the IEEE P1609.0 WAVE – Architecture standard.  This draft is meant to leverage the following existing documents.

· Descriptive material from 1609.1, 1609.2, 1609.3, 1609.4 

· Previously-distributed 1609.0 draft and tutorial materials, white papers, and system requirements drafts
· IEEE 802 Overview and Architecture document, as an example architecture standard

For any questions on this draft, please contact the editor:

John Moring

jmoring@technocom-wireless.com
+1 (760) 633-1790

-----------------------------------------------------------------------------------------------------------

1. Overview

A WAVE system is a radio communications system intended to provide seamless, interoperable services to transportation.  These services include those recognized by the US National Intelligent Transportation Systems (ITS) Architecture and many others contemplated by the automotive and transportation infrastructure industries. These services include vehicle-to-roadside as well as vehicle-to-vehicle communications. This Architecture document provides an overview of the system, its components, and its operation., and is intended to provide a context within which to better understand the content of the related WAVE standards documents including IEEE 1609.1, IEEE 1609.2, IEEE 1609.4, and IEEE 802.11 (WAVE mode).

1.1 Scope

This standard describes the Wireless Access in Vehicular Environments (WAVE) / Dedicated Short Range Communications (DSRC) architecture and services necessary for WAVE/DSRC devices to communicate in portable pedestrian and mobile vehicular environments.
1.2 Purpose

The purpose of the WAVE system is to provide connectivity in support of pedestrian and in-vehicle applications offering safety and convenience to their users, while at the same time offering a level of confidentiality and data security.   The requirements of the various components of that system are specified in IEEE 1609.1 Resource Manager, IEEE 1609.2 Security Services for Applications and Management Messages, IEEE 1609.3 Networking Services, and IEEE 1609.4 Multi-Channel Operation, as well as IEEE 802.11p Amendment: Wireless Access in Vehicular Environments.  The purpose of this standard is to describe the system architecture within which the other standards exist.

1.3 Document organization

This subclause describes the contents of the remaining clauses of the document.
1.4 Document conventions

This subclause, if needed, will describe any conventions used, e.g., in representing number or naming parameters.
2. References

The following standards contain provisions, which, through references in this text, constitute provisions of this standard. All standards are subject to revision, and parties to agreements based on this standard are encouraged to investigate the possibility of applying the most recent editions of the standards listed below. 
IEEE Std 802.2 [ISO/IEC 8802-2], IEEE Standard for Information technology—Telecommunications and information exchange between systems—Local and metropolitan area networks—Specific requirements— Part 2: Logical link control.
IEEE P802.11-REVma/D9.0, [or latest] Draft Standard for Information technology—Telecommunications and information exchange between systems—Local and metropolitan area networks—Specific requirements— Part 11: Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY) specifications.

IEEE Std 1363™-2000, IEEE Standard Specifications for Public Key Cryptography.
IEEE Std 1363a™-2004, IEEE Standard Specifications for Public Key Cryptography: Additional Techniques

Federal Information Processing Standard (FIPS) 180-1, Secure Hash Standard.2

Federal Information Processing Standard (FIPS) 186-2, Digital Signature Standard.

ISO/IEC 8824-1, Information Processing Systems—Open Systems Interconnection—Specification of Abstract Syntax Notation One (ASN.1).
ISO/IEC 8825-2, Information Processing Systems—Open Systems Interconnection—ASN.1 Encoding Rules: Specification of Packed Encoding Rules.
IEEE Std 802.1D™, IEEE Standard for local and metropolitan area networks Medium Access Control (MAC) Bridges.

IEEE P802.11p, Draft Amendment to STANDARD FOR Information technology—Telecommunications and information exchange between systems—LAN/MAN Specific Requirements—Part 11: Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY) specifications: Wireless Access in Vehicular Environments (WAVE).
IEEE Std 1609.1-2006, IEEE Trial-Use Standard for Wireless Access in Vehicular Environments (WAVE)—Resource Manager.

IEEE Std 1609.2-2006, IEEE Trial-Use Standard for Wireless Access in Vehicular Environments (WAVE)—Security Services for Applications and Management Messages.

IEEE Std 1609.3-2007, IEEE Trial-Use Standard for Wireless Access in Vehicular Environments (WAVE)—Networking Services.

IEEE Std 1609.4-2006, IEEE Trial-Use Standard for Wireless Access in Vehicular Environments (WAVE)—Multi-Channel Operation.

IETF Request for Comments: RFC 768, User Datagram Protocol.
IETF Request for Comments: RFC 793, Transmission Control Protocol.

IETF Request for Comments: RFC 1042, Standard for the transmission of IP datagrams over IEEE 802 networks.

IETF Request for Comments: RFC 1157, A Simple Network Management Protocol (SNMP).

IETF Request for Comments: RFC 2460, Internet Protocol, Version 6 (IPv6) Specification.

IETF Request for Comments: RFC 2461, Neighbor Discovery for IP Version 6 (IPv6).

IETF Request for Comments: RFC 2462, IPv6 Stateless Address Autoconfiguration.

IETF Request for Comments: RFC 2463, Internet Control Message Protocol (ICMPv6) for the Internet Protocol Version 6 (IPv6) Specification.

IETF Request for Comments: RFC 3315, Dynamic Host Configuration Protocol for IPv6 (DHCPv6).

IETF Request for Comments: RFC 3513, Internet Protocol Version 6 (IPv6) Addressing Architecture.

IETF Request for Comments: 3629, UTF-8, A Transformation Format of ISO 10646.

NIMA Technical Report TR8350.2, “Department of Defense World Geodetic System 1984, Its Definition and Relationships With Local Geodetic Systems.”
NIST Special Publication SP 800-38C, Recommendation for Block Cipher Modes of Operation: the CCM Mode for Authentication and Confidentiality.
3. Definitions, abbreviation, and acronyms

3.1 Definitions

This draft shows all definitions currently in use in the 1609 family of standards.  Some (e.g., ACID) have been deprecated, some are repeated, and some may need to be aligned or refined.  They are all retained here to assist in the update of the other standards.
3.1.1 Definitions currently in IEEE 1609.1
application class identifier (ACID): A code that identifies a class of applications.

application context mark (ACM): A code that identifies a specific instance of an application within a class.

application protocol data unit (APDU): Packets of information transmitted over the communication media between the RMA and RM by the application service layer.

onboard unit (OBU): A wireless access in vehicular environments (WAVE) device that can operate when in motion and supports information exchange with roadside units (RSUs) and other OBUs.

provider: The part of an application that provides services.

provider service table (PST): The collection of data describing the applications that are registered with and available though a wireless access in vehicular environments (WAVE) device, with supporting channel information.

response to provider service table (RPST): A data structure returned to the wireless access in vehicular environments (WAVE) application from an onboard unit (OBU), upon receipt of a provider service table (PST) identifying a resource hosted by the OBU.

roadside unit (RSU): A wireless access in vehicular environments (WAVE) device that operates only when stationary and supports information exchange with onboard units (OBUs).

wireless access in vehicular environments (WAVE) device: A device that contains a WAVEconformant medium access control (MAC) and physical layer (PHY) interface to the wireless medium.

3.1.2 Definitions currently in IEEE 1609.2
advanced encryption standard (AES): A symmetric block cipher adopted by the U.S. government as a standard and used to encrypt and decrypt electronic data.

airlink: A radio-frequency communication interface, from the physical layer of one device to that of a remote device, such as the interface defined by WAVE.

application: In the context of IEEE Std 1609.2, a receiving application aggregates messages sent to one or more endpoints. A sending application sends messages to one or more endpoints.

application context mark (ACM): A code that identifies a specific instance of an application.

application class identifier (ACID): A code that identifies a class of application.

ApplicationID: A structure that contains an ACID and an ACM.

associated ApplicationID: If a certificate or signed message uses the from_issuer value in its ApplicationID, the associated ApplicationID is the first ApplicationID other than from_issuer to appear in its certificate chain. The associated ApplicationID is used as if itappeared in the original certificate or signed message.

asymmetric cryptographic algorithm: A cryptographic algorithm that uses two related keys— apublic key and a private key. The two keys have the property that given the public key it iscomputationally infeasible to derive the private key.

block cipher: A symmetric encryption algorithm that processes data in blocks, typically of 8 or 16 octets.

broadcast application: An application that transmits information without targeting a specificrecipient and without expecting a response. Contrast: transactional application.

certificate authority (CA) certificate: A certificate that is used to sign other certificates.Contrast: message signing certificate.

cache: A collection of data objects such that each object stays in the cache for a limited period of time.

certificate: See digital certificate.

certificate authority (CA): An entity that issues certificates, and is accepted by other entities to have in place valid procedures to ensure that, if a certificate identifies an entity, it is only issued to that entity, and if a certificate grants permissions, it is only issued to entities who have a right to be granted those permissions.

certificate chain: A collection of certificates that can be put into an ordered list such that each certificate in the list (except the first) was issued by the owner of the certificate before it.

certificate signing request (CSR): A request by an entity to a CA to be issued with a certificate.

certificate signing request signing certificate (CSRSC): A certificate used to sign a certificate signing request (CSR).

certificate revocation list (CRL): A mechanism for the revocation of certificates. See: revocation.

certificate subject: The entity identified in a certificate; the entity that knows the private key corresponding to the public key in the certificate.

cipher block chaining (CBC): A mode of operation for a block cipher that uses the previous block of ciphertext to randomize the current block of plaintext, masking plaintext patterns.

cipher block chaining message integrity check (CBC-MIC): An application of the CBC mode of operation that produces a message integrity check rather than ciphertext.

control channel (CCH): A radio channel used for exchange of management data and WAVE short messages.

counter mode: A mode of operation of a block cipher where the output of encrypting an incrementing counter is used as a keystream.

cryptographically secure hash function: A hash function is a transformation that converts a variable length input to a fixed length string called the hash value. A cryptographically secure hash function maps an arbitrary-length input into a fixed-length output (the hash value) such that (a) it is computationally infeasible to find an input that maps to a specific hash value and (b) it is computationally infeasible to find two inputs that map to the same hash value.

datagram TLS (DTLS): A modification of TLS appropriate for packets transferred by UDP (or some other unreliable transport mechanism) as opposed to TCP (or some other reliable transport mechanism).

data plane: A set of communication protocols defined to carry application and management data.

decode: To parse an array of octets into a set of its constituent fields. Contrast: decrypt, encode.

decrypt: To convert unreadable, encrypted data to readable, decrypted data using an decryption algorithm and a key. Contrast: decode, encrypt.

decryption algorithm: An algorithm that takes as input ciphertext and a key and (if the correct key is provided) produces plaintext.

dedicated short range communication (DSRC): A system for wireless communication between vehicles and the roadside and from one vehicle to another.

digital certificate: A digitally signed document binding a public key to an identity and/or a set of permissions.

digital signature: See: public-key digital signature.

elliptic curve cryptography (ECC): A form of public-key cryptography based on the problem of finding discrete logarithms in a group defined over elliptic curves.

elliptic curve digital signature algorithm (ECDSA): A digital signature algorithm based on the hard problems of elliptic curve cryptography.

elliptic curve integrated encryption scheme (ECIES): A public-key encryption scheme based on the hard problems of elliptic curve cryptography.

encode: To convert a data structure into an array of octets. Contrast: decode, encrypt.

encrypt: To convert readable data to unreadable, encrypted data using an encryption algorithm and a key. Contrast: decrypt, encode.

encryption algorithm: An algorithm that takes as input plaintext and a key and produces ciphertext.

endpoint: The destination of a transmitted message. In the case of the IP stack, an endpoint is uniquely identified by the combination of IPv6 address and port number. In the case of the WSMP stack, an endpoint is uniquely identified by the Application Class ID and Application Context Mark.

expiry: Removing a certificate from the system after a given time.

hardware security module (HSM): A device that executes cryptographic functions in a secure execution environment, preventing unauthorized access to keys and functionality.

hash function: See: cryptographically secure hash function.

hash value: The output of a hash function.

implementation: Any entity that sends messages over the WAVE stack. An application, or set of applications that use the same radio.

issuing certificate: If the public key from certificate A can be used to verify the signature on certificate B, then A is the issuing certificate for B. Contrast: subordinate certificate.

keypair: A private key and the corresponding public key for an asymmetric cryptosystem.

keystream: A cryptographically secure stream of random data that is XORed with plaintext to produce ciphertext.

management plane: The collection of functions performed in support of the communication functions provided by the data plane, but not directly involved in passing application data.

message integrity check (MIC): A cryptographic checksum generated using a symmetric key.

message integrity check length (MIC length): The length of the MIC generated by a MIC scheme.

message integrity check scheme (MIC scheme): An instantiation of a cryptographic process that produces a MIC.

message signing certificate: A certificate that is used to verify signatures on messages. Contrast: CA certificate.

networking services: The collection of management plane and data plane functions at the network layer and transport layer.

on-board unit (OBU): A WAVE device that can operate when in motion and supports information exchange with RSUs and other OBUs.

plaintext: Data that has not been cryptographically processed (or has had all the cryptographic processing removed from it).

provider: An entity in the system, typically though not exclusively an RSU, that offers services for consumption by entities known as users, which are typically though not exclusively on-board units (OBUs).

provider service table (PST): The collection of data describing the applications that are registered with and available through a WAVE device.

public-key digital signature: A code generated with an asymmetric cryptographic algorithm. The signing operation takes as input a message to be signed and the signer’s private key, and produces a signature. The verification takes as input the purported signer’s public key, the message, and the signature, and will produce “valid” if the signature was produced with the corresponding private key and the message and signature have not been altered since generation, and “invalid” otherwise.

public safety on-board unit (PSOBU): An on-board unit (OBU) on a public safety vehicle.

public safety vehicle: A vehicle that is given privileges over ordinary, private vehicles by a government agency to assist it in carrying out functions necessary for safety of life, or other public safety functions.

randomized encryption: An encryption mechanism that has the property that the same message, encrypted twice with the same key, will give different results. Randomized encryption is semantically secure if an attacker who only sees the two ciphertexts will not be able to tell that they were derived from the same plaintext.

registration: The provision of application parameters to a provider or user. These parameters are used by the provider to populate the PST, by the user to decide whether to link to a service advertised by a provider, and by both entities to manage the establishment and maintenance of the link in support of the service.

replay attack: An attack in which an attacker records a valid message and retransmits it at a different time or location, hoping that listeners will still react to it as if it were valid.

revocation: The act of removing a certificate from the system by distributing a signed statement that the certificate is no longer to be trusted.

revoked certificate store: A unit’s list of revoked certificates.

roadside unit (RSU): A WAVE device that operates only when stationary and supports information exchange with on-board units (OBUs).

root certificate: A certificate that was issued by itself and that can be used as a trust anchor to validate other certificates.

root certificate store: A unit’s store of root certificates.

security manager: The application that is responsible for managing the root certificate store and the revoked certificate store on a unit.

semantically secure randomized encryption: See: randomized encryption.

service: An application offered by a provider for consumption by a user over an airlink.

service channel (SCH): A secondary channel used for application specific information exchanges.

store: A collection of data objects (typically certificates and CRLs in this standard) such that each object stays in the store until it expires, is superseded, or is revoked.

subordinate certificate: If the public key from certificate A can be used to verify the signature on certificate B, then B is a subordinate certificate to A. Contrast: issuing certificate.

symmetric cryptographic algorithm: A cryptographic algorithm that uses a single key. Anyone who knows a symmetric encryption key can both encrypt and decrypt. Anyone who knows a symmetric authentication key can both generate and check a MIC.

symmetric key: See: symmetric cryptographic algorithm.

transactional application: An application in which two entities exchange information. Contrast: broadcast application.

transport layer security (TLS): An IETF standard providing for secure communications over TCP/IP.

trust anchor: A known, trusted certificate. When a party receives a certificate, it will typically attempt to construct a certificate chain back to a trust anchor. If no trust anchor is available, the party shall use an out-of-band method to check that the certificate under consideration was issued by a legitimate issuer.

unit: An implementation of a WAVE stack, with a single WAVE management entity (WME) and a single security manager.

vehicle host: In-vehicle device running applications that communicate to external WAVE devices using the WAVE system through the OBU vehicle-host interface.

WAVE device: A device that contains a WAVE-conformant medium access control (MAC) and physical layer (PHY) interface to the wireless medium (see IEEE Std 802.11 and IEEE P1609.4).

WAVE management entity (WME): The set of management functions, defined in IEEE P1609.3, required to provide WAVE Networking Services; the management entity that performs these functions.

WAVE routing advertisement (WRA): Network configuration information broadcast by the roadside unit (RSU).

WAVE service advertisement (WSA): A collection of data collected by the WME and used to populate the WSIE.

WAVE service information element (WSIE): A collection of configuration data transmitted by a provider (either OBU or RSU), which includes the Provider Service Table, and in the case of the RSU the WAVE Routing Advertisement, as well as security credentials.

WAVE short message (WSM): A message sent over WSMP and routed to a receiving application using an ACID and an ACM rather than an IP address and port.

WAVE short message protocol (WSMP): A protocol, defined in IEEE P1609.3, for routing WAVE short messages to receiving applications.

WAVE stack: The network stack described in the IEEE 1609 series of standards.

wireless access in vehicular environment (WAVE): A series of standards, developed by the IEEE P1609 working group, for vehicle-to-vehicle and vehicle-to-roadside wireless communications.

3.1.3 Definitions currently in IEEE 1609.3
air interface: A radio frequency communication interface, from the physical layer of one device to that of a remote device, such as the interface defined by WAVE.

application priority: A priority level associated with an application that determines which application is given precedence by WME in case of a conflict in initiating or joining a WBSS.

control channel (CCH): A radio channel used for exchange of management frames and WAVE Short Messages.

data plane: A set of communication protocols defined to carry application and management data. The data plane provides protocol stack(s) for the transfer of data through a device for transfer over the air.

EtherType: The Ethernet Type field defined in RFC 1042, used to identify the higher layer protocol above Logical Link Control.

management plane: A collection of functions performed in support of the communication functions provided by the data plane, but not directly involved in passing application data. The management plane provides a path outside the data plane to transfer management information.

networking services: A collection of management plane and data plane functions at the network layer and transport layer, as defined in IEEE Std 1609.3, supporting WAVE communications.

non-persistent WBSS: A non-persistent WBSS is one that is announced only when it is established. It would typically be used for a transitory exchange among a group of devices whose membership does not change for the duration of the WBSS.

notification: An indication of an event of interest, sent to an application.

onboard unit (OBU): A WAVE device that can operate when in motion and supports the information exchange with roadside units or other OBUs.

OBU to vehicle host interface (OVHI): An interface on the OBU offering access to WAVE capabilities by other vehicle-based devices.

persistent WBSS: A persistent WBSS is one that is announced periodically, during each CCH interval. It would typically be used for an ongoing WBSS whose services and device participation may change over the duration of the WBSS.

provider: Initiator of a WBSS, or sender of WSMs. See also: user.

Provider Service Table (PST): A collection of data describing the applications that are registered with and available though a WAVE device, with supporting channel information.

Provider Service Context (PSC): A field associated with a PSID containing supplementary information related to the service. The format of the PSC is PSID dependent.

Provider Service Identifier (PSID): A number that identifies a service provided by an application.

registration: A process for providing application parameters and channel characteristics that will facilitate the management of the communication system in support of the application.

roadside unit (RSU): A WAVE device that operates only when stationary and supports information exchange with OBUs.

service channel (SCH): Secondary channels used for application specific information exchanges.

transmission priority: A priority level assigned to a packet that is ready for transmission, which determines its treatment at the MAC layer.

user: Joiner of a WBSS, or receiver of WSMs. See also: provider.

vehicle host: In-vehicle device running applications that communicate to external WAVE devices using the WAVE system through the OBU vehicle host interface.

WAVE basic service set (WBSS): A set of cooperating WAVE stations consisting of a single WBSS provider and none or multiple WBSS users.

WAVE device: A device that contains a WAVE-conformant medium access control (MAC) and physical layer (PHY) interface to the wireless medium. (See IEEE P802.11p and IEEE Std 1609.4.)

WAVE management entity (WME): A set of management functions required to provide WAVE networking services.

WAVE Routing Advertisement (WRA): Network configuration information broadcast by the RSU.

WAVE Service Advertisement (WSA): A data structure containing information that announces the availability of a service. A WSIE is composed of such structures.

WAVE service information element (WSIE): A field in a WAVE Announcement action frame used to advertise the WAVE services being offered. The WSIE is comprised of a Secured WSA, Timing Quality, and in the case of the RSU the WAVE Routing Advertisement.

WAVE short message protocol (WSMP): A protocol for rapid, reliable exchange of messages in a rapidly-varying RF environment where low-latency is also an important objective.

wireline: A connection via a traditional communications interface other than a wireless interface.

3.1.4 Definitions currently in IEEE 1609.4
communications zone: The space within which one device can communicate with another device. As these devices may have differing effective ranges of operation, the communication zone will be limited to the smallest operating range for the devices involved.
control channel (CCH): A radio channel used for exchange of management frames and WAVE short messages (WSMs).

EtherType: The Ethernet type field defined in RFC 1042, used to identify the higher layer protocol above logical link control (LLC).

onboard unit (OBU): A WAVE device that can operate when in motion and supports the information exchange with roadside units (RSUs) or other OBUs.

provider: Initiator of a WAVE basic service set (WBSS), or sender of WSMs.

roadside unit (RSU):A WAVE device that operates only when stationary and supports information exchange with OBUs.

secured WSA : The WAVE service advertisement (WSA) signed by the security services specified in IEEE Std 1609.2 and IEEE P1609.3.

service channel (SCH): Secondary channels used for application specific information exchanges.

transmitter profile: A data object containing communication parameters to be used by the transmitter, including SCH number, power level, data rate and the adaptable status of power level, and data rate for Internet Protocol (IP)-based applications.

user: A device that acts on the received WAVE announcement action frames.

WAVE basic service set (WBSS): A set of two or more WAVE devices participating in communications among each other on an SCH. A WBSS is initiated by a WAVE device using a WAVE announcement action frame on the CCH. 

WAVE device: A device that contains an implementation of the WAVE protocol standards, including IEEE Std 1609.2, IEEE P1609.3, IEEE Std 1609.4, and IEEE P802.11p. 

WAVE management entity (WME): The set of management functions required to provide WAVE networking services. It is specified in IEEE P1609.3. 

WAVE service advertisement (WSA): Configuration data, collected by the WME, identifying WAVE applications and associated network parameters. 

WAVE service information element (WSIE): A field in a WAVE announcement action frame used to advertise the WAVE services being offered. The WSIE is comprised of a secured WSA, timing quality, and in the case of the RSU, the WAVE routing advertisement.

WAVE short message (WSM): A message specifically designed to operate in the WAVE band. It can be exchanged directly among WAVE devices without the overhead of IP or management associated with initiating a WBSS.

WAVE short message protocol (WSMP): The protocol used for WAVE short messages.
3.2 Abbreviations and acronyms

	AC
	access category     

	ACI
	access category index    

	ACID
	application class identifier    

	ACM
	application context mark    

	AES
	Advanced Encryption Standard    

	AIFS
	arbitration inter-frame space    

	AIFSN
	AIFS Number     

	APDU
	application protocol data unit   

	ASDU
	application service data unit   

	ASN.1
	Abstract Syntax Notation One   

	BER
	Basic Encoding Rules (used with ASN.1) 

	CA
	certificate authority     

	CBC
	cipher block chaining    

	CCH
	control channel     

	CCM
	Counter with CBC MIC   

	CRL
	certificate revocation list    

	CSR
	certificate signing request    

	CSRSC
	certificate signing request signing certificate  

	CVO
	commercial vehicle operations    

	CW
	contention window     

	DA
	destination address     

	DHCP
	Dynamic Host Configuration Protocol   

	DIC
	DSRC Industry Consortium    

	DIFS
	distributed (coordination function) interframe space  

	DNS
	domain name system    

	DS
	Distribution System     

	DSRC
	Dedicated Short Range Communications   

	DTLS
	datagram TLS     

	ECC
	elliptic curve cryptography    

	ECDSA
	Elliptic Curve Digital Signature Algorithm  

	ECIES
	Elliptic Curve Integrated Encryption Scheme  

	EDCA
	Enhanced Distributed Channel Access   

	FCC
	Federal Communications Commission    

	FEC
	Forward Error Correction    

	FHWA
	Federal Highway Administration    

	FIPS
	Federal Information Processing Standard   

	FOT
	Field Operational Testing    

	GPS
	Global Positioning System    

	HEX
	hexadecimal      

	HSM
	hardware security module    

	IETF
	Internet Engineering Task Force   

	IP
	Internet Protocol     

	IPv6
	Internet Protocol version 6   

	ITS
	intelligent transportation systems    

	LLC
	logical link control    

	LSAP
	link service access point   

	MAC
	medium access control    

	MIB
	management information base    

	MIC
	message integrity check    

	MIME
	Multipurpose Internet Mail Extensions   

	MLME
	MAC layer management entity   

	MLME
	MAC sublayer management entity   

	MPDU
	message protocol data unit   

	MPDU
	MAC protocol data unit   

	MSB
	most significant bit    

	MSDU
	MAC service data unit   

	MTU
	maximum transmission unit    

	NIST
	National Institute for Standards and Technology 

	NITSA
	National Intelligent Transportation Systems Architecture  

	NSAP
	network service access point   

	OBU
	onboard unit     

	OVHI
	OBU to vehicle host interface  

	PDU
	protocol data unit    

	PHY
	physical layer     

	PLME
	physical layer management entity   

	PPS
	pulse per second    

	PSC
	Provider Service Context    

	PSCRC
	public safety certificate requesting certificate  

	PSID
	Provider Service Identifier    

	PSOBU
	public safety on-board unit   

	PST
	provider service table    

	RA
	receiver address     

	RCP
	resource command processor    

	RCPI
	received channel power indicator   

	RF
	radio frequency     

	RFC
	Request for Comments    

	RM
	resource manager     

	RMA
	resource manager application    

	RPST
	response to provider service table  

	RSU
	roadside unit     

	S/MIME
	secure MIME     

	SA
	source address     

	SAE
	Society of Automotive Engineers   

	SAP
	service access point    

	SCH
	service channel     

	SDU
	service data unit    

	SME
	Station Management Entity    

	SNAP
	subnetwork access protocol    

	SP
	special publication     

	SSID
	Service Set Identifier    

	TA
	Transmitter Address     

	TCP
	Transmission Control Protocol    

	TLS
	Transport Layer Security    

	TSF
	time synchronization function    

	TU
	time unit     

	TXOP
	transmit opportunity     

	UDP
	User Datagram Protocol    

	UI
	user interface     

	UP
	user priority     

	UTC
	Coordinated Universal Time    

	UTF
	Unicode Transformation Format    

	V2I
	vehicle-to-infrastructure      

	V2V
	vehicle-to-vehicle      

	WAVE
	wireless access in vehicular environments  

	WBSS
	WAVE basic service set   

	WGS
	World Geodetic System    

	WME
	WAVE management entity    

	WRA
	WAVE Routing Advertisement    

	WSA
	WAVE Service Advertisement    

	WSIE
	WAVE service information element   

	WSM
	WAVE short message    

	WSMP
	WAVE short message protocol   

	XOR
	exclusive-OR      


4. System components and connectivity
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Figure 1 ―WAVE system components
This section describes the various components of a WAVE system, including the following.
Physical elements: RSU, OBU, PSOBU, portable OBU (?)

Internal physical interface: airlink

Functional components: PHY, MAC, Networking (WSM/IP/UDP/TCP), Management Plane
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Figure 2 ―The WAVE protocol stack
External physical interfaces: OVHI, WAN

External functional interfaces: management entity, application
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Figure 3 ―Example system configuration
5. Overview of the standards

5.1 Overview of Intelligent Transportation Systems

This section provides a brief context for WAVE.  Include background on USDOT, FHWA, ITS, VII, FCC, others, ….
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 Figure 4 ―Physical entities of the National ITS Architecture

5.2 WAVE standards

This section identifies the standards in the WAVE family:

802.11, 1609.1, 1609.2, 1609.3, 1609.4 

[image: image5.emf]PHY Layer

Networking 

Services

Upper Layers

Radio 

Service 

Security

IEEE 1609.1, 

et al.

IEEE 1609.3

IEEE 802.11p

WAVE Model

Medium

IEEE 1609.2

LLC Sublayer

IEEE 802.2

MAC Sublayer

IEEE 1609.4, 

IEEE 802.11

Physical

Network

Application, 

Presentation, 

Session

Data Link 

OSI 

Reference 

Model

Transport

Medium


Figure 5―WAVE standards 
5.3 Relation to other standards

This section provides context for related standards activities, e.g., ISO ITS work, and perhaps the IPv6 family.   
6. Concept of operation

This section provides an overview of how WAVE works, and some insight on how to successfully set up and use the system.  

6.1 System features

This section provides an overview of important system features, with references to the pertinent specifications.  Major features may include the following: communications (including vehicle-vehicle, vehicle-roadside, short message, UDP and TCP), security, network management.

6.2 Responsible entities

Identification of entities responsible for regulating spectrum, managing standards, building/certifying/deploying/configuring/servicing equipment, managing certificates, configuring applications, etc.  Not intended to identify vendors, but it should identify recognized bodies, and describe the roles considered necessary for system success.

6.3 System planning and deployment

Information related to system deployment, such as how networking nodes might be configured, and when to use WSM vs. UDP vs. TCP.

6.4 Operations

Information related to system operations, such as how to authorize applications and assign their priorities.
7. Usage examples

This section provides explicit examples of several representative usage scenarios, e.g., tolling, collision warning, Internet access.
8. System level requirements

This section states any system-level requirements that do not logically fit in the other specifications, e.g., those identified as architectural requirements in the 1609.3/1609.4 PICS.  Additional performance requirements might be defined, e.g., to address system capacity or latencies.

9. Ongoing work

This section introduces the current trial-use standard status, the intent to migrate to full-use standards, and the version 2 work in progress.
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�Suggested by R Roy.  I don’t think these show up in our other standards. Should they be introduced here?
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